IRiIsk Monitor”

Identify Relevant Security and
Information Quickiyzand E

Angry customers, disgruntled employees and malicious hackers are among the groups posing
the greatest threats to the security and continuity of your business. The good news is that
each relies heavily on the Internet to air grievances and share attack plans, leaving an elec-
tronic trail. The bad news is that identifying relevant threat information from massive volumes
of publicly-available “open-source” data is like finding the proverbial needle in a haystack.

iRisk Monitor from SAIC combines extensive security expertise with our strong business
focus to help companies identify impending security threats quickly and effectively.

A Proven Process for Quickly Identifying, Interpreting and Delivering
Critical Information
Most urgent security information affecting your company is publicly available. Web sites of all
types and sizes can contain criticism or threats directed at your firm. Any of the thousands of
online periodical sources can include damaging information, from unauthorized use of your brand
and/or intellectual property to timely data about emerging threats.

Leveraging the knowledge, technology and relationships of SAIC, iRisk Monitor helps your
company quickly pinpoint actionable threat information scattered across a comprehensive range
of sources, including:

¢ [nternet e Hacker publications

e World Wide Web e Online service providers

e Usenet news e [Internet mailing lists

* Message boards ® VVendor security advisories

e List servers e Security community advisories
e Chat rooms * Employee communications

e News service feeds ¢ Blogs (Web logs)

e General media publications

Pinpoint Threats and Reduce Operational Risk with iRisk Monitor

Speed may be the difference between successful incident prevention and a compromise of critical
systems and data. iRisk Monitor provides a monitoring and analysis solution that helps companies
quickly detect potentially damaging information, mitigate threats, and even prevent security inci-
dents before they occur.

Protect your brand, your customers and your bottom line. To learn more about iRisk Monitor,
email: info@iRiskMonitor.com.
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Open Source Intelligence
Services

SPANNING THE
ENTERPRISE

iRisk Monitor provides key
benefits to virtually every facet
of the organization:

¢ Risk Management:
Get the information you need
to make better-informed risk
decisions.

Corporate Audit:

Track and document open
source risks to your
organization.

e Legal:
Identify and track compliance,
trademark and HR issues.

Marketing/PR:

Quickly maximize positive
publicity or mitigate negative
stories.

e HR:
Monitor employee relations,
EEO and policy issues.

e Physical Security:
React immediately to threats
against your facilities.

Information Security:
Find out if someone has
posted vulnerabilities,
configuration files, etc.

Leadership (CSO, CIO):
Open source vigilance is a
crucial risk management
best practice.
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From Science to Solutions
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